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Chapter 36 - Guard Services

3601 Determining The Need

A. Introduction. The security guard force can be the cornerstone of an effective physica security
program. The effectiveness of an integrated security sysem of locks bariers lighting, cameras,
intruson detection systems, and access control systems, while critical to the success of a security
posture, ultimately depend on the response by a skilled security guard force that provides the
continuous date of order in the security profile. Guard service can be provided by the Federa
Protective Services (FPS), a private company under contract to the Office of Homeland Security or
the Department, or employees of an operating unit.

B. Criteria for Determining Need. Guard services are recommended for, but are not limited to, the
circumstances listed below.

1. The misson of the fadlity is particularly criticd (eg., a mgor computer facility or sengtive
satellite tracking Station).

2. A high levd of sengtive information is processed or dored a the fadlity (eg., naiond
security information or sengtive technology or economic datais processed).

3. An in-house response cgpability is needed (eg., the facility contains darmed vaults or other
sengtive operations, and off-site guards or police are not close enough for quick response).

4. The facility is vulnerable to theft or damage (e.g., a mgor warehouse facility or office located
in ahigh crime area).

5. Pedestrian or automobile traffic is heavy or congested and requires specid controls.

6. The facility is determined to be a Levd IV or V Security Faclity according to the
Department of Jugtice's, Vulnerability Assessment for Federal Facilities.

C. Co4 Factors.

1. As with any expenditure of funds for security, the annual cost of guard services normdly
should not exceed the monetary vaue of the protected items. For example, a $20,000 per year
guard post normaly would not be judtified to protect $10,000 worth of furniture or to prevent
the theft of $2,000 computers. High-vaue items in large quantities could dearly judify the
expense of aguard force.
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2. A subgtantid expense for guard services may be required for crowd or traffic control, for
sdfeguarding highly dassfied or sendtive information, or for protecting materids or functions
that have high intringc rather than monetary vadue. This is especidly true when applied to the
safety of employees. A guard post a the entrance to a facility may yidd substantid benefits in
terms of improved safety, employee morae, increased productivity, and a better image of the
Department.

3602 Typical Guard Duties

Once a decison has been made to utilize a guard force, some of the duties more commonly
performed are indicated below.

Entrance Control. Operate and enforce a system of access controls, including inspection
of ID forms and packages.

Roving Patrol. Patrol routes or desgnated areas, such as perimeters, buildings, vaults, and
public aress.

Traffic Control. Direct traffic (vehicular and pedestrian), control parking, check permits,
and issue citations.

Firearms. Cary firearms as specified and directed in the statement of work for the guard
contract.

Key Control. Receive, issue, and account for certain keys to the facility, its internad and
externd aress.

Security and Fire Systems. Monitor, operate, and respond to intruson and fire dam
systems or protective devices.

Utility Systems. Monitor, record data, or perform minor operations for building utility
systems.

Facility Rules and Regulations. Monitor compliance with, and enforce, posted gpplicable
rules and regulations.

L ost and Found. Receive, sore, and maintain accountability for found items.
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Law and Order. Enforce locd crimind datutes within the jurisdiction designated by the
commissioning authority when specified in the statement of work for the guard contract.

Hazardous Conditions. Report dl potentialy hazardous conditions in accordance with the
requirements of the statement of work for the guard contract.

Response to Emergencies. Respond to emergencies, summon assistance, obtain
professond assgtance in accordance with procedures in the event of injury or illness to
anyone on the protected premises, and assist public safety personne in case of any
emergency such asfire, bomb threat, assault, or civil disturbance.

Flying of the Flag. Monitor flying and replacement of the United States Flag.

Reports and Records. Prepare reports on accidents, fires, thefts, and other building
incidents.

3603 Personnel Requirements

A. Manpower. The faclity manager, in consultation with the servicing security officer, determines
the number of guard posts and hours for each post a a facility. The decison should be based on a
comprehensve physca security survey such as described in Chepter 31, Physical  Security
Planning. The locd crime rate, number of entrances, darm systems to respond to, and other unique
factors will determine the number of guard posts and hours of coverage for each facility. For
depatmental facilities that utilize contract guards, the bidding contractor will be responsble for
cdculaing the totd number of guards required, taking into condderation the number and duration
of shifts, relief requirements, sck leave, and other adminidrative factors.

B. Armed Guards.

1. Guards should be armed only when there are compelling reasons. If guards are armed for a
deterrent effect, i.e, to prevent crime or other unauthorized activity, responsible officids must
weigh the advantages agangt disadvantages such as the danger to innocent personnd if a
firearm is used by a guad, the posshility of an accidentd discharge and the possbility, no
meatter how remote, of irrationa behavior on the part of a guard in a wesk moment or under
pressure.

2. The fadlity mareger, in conaultation with the servicing security officer and in accordance
with the guiddines in the Security Manud, shdl determine where and under wha circumstance
proprietary or contract guards will be armed.
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3. When making a decison to am guards a a fadlity, the fadlity manager and the sarvicing
security officer should review the factors noted below. If the guard force is contracted, the
contracting officer should include requirements in the contract statement of work that will task
the contractor with providing properly sdected and traned personnd and maintaining
appropriate performance and conduct standards based on these factors.

a. Comprehensive firearms training, including judgment shooting and firearms safety;

b. Knowledge of crimind law, proper use of force, and letha force response procedures,
¢. Judgment and emotiond gability;

d. Experience and demondtrated ability to retain composure under pressure; and

e. A persond higtory free of arrests or other crimina activity.

4. The fadlity manager and sarvicing security officer are respongble for reporting immediatdy
to the Office of Security any information regarding the behavior or actions of any armed guard
which might rase a quedion of the guards compliance with the above factors. For contract
guards, such information will be forwarded through the Contracting Officer’'s Technicd
Representative (COTR) to the servicing security officer.

5. Security background invedtigative processng is required for al amed guards in the
Department of Commerce. A renvestigaion will be required every five years for personnd
saving as employee police officers. See Appendices C and D of the Security Manud for
processing requirements.

a The postions for employees in the Depatment required to carry firearms in the line of
duty as an amed guard or a police officer will be desgnated High Risk and will be
processed in accordance with Chapter 10, Pogtion Sendtivity Designation. Postions for
employee armed guards or police officers that require access to materia classified Secret or
above will be desgnated Critica-Sendtive. In addition, employees serving as armed guards
or police officers will be subject to a Persona Subject Interview by the servicing security
officer.

b. The Contracting Officer and COTR must ensure tha the requirements for the
investigations and reinvedigations of contract guards required to cary fireaems and
wespons are pecified in the contract.
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6. Personnel serving as an armed guard, a police officer, or a contract guard in the Department
may cary firearms and/or wegpons in the line of duty. Departmentad personnel, whether they
are employees or contract guards, shdl carry appropriate certifications of firearms training and
authority & al times while armed.

a Depatmenta employees serving in amed guard or police officer postions will cary the
gopropriate Specid Police identification and certification when carrying firearms.

b. Contract guards who are authorized, processed, trained, and certified in accordance with
GSA regulations shall carry appropriate GSA identification and certification when armed.

7. An officdly isued fiream will be rerieved from an individud when tha individud
demonstrates or is suspected of apparent mental or kehaviord disorders, spousd abuse, crimind
activity, drug abuse, or any behavior or activity, which may, by virtue of his or her authority to
carry afirearm, present an unacceptable risk or hazard to innocent parties.

a The Director for Security and Deputy Director for Security are authorized and responsible
to retrieve an officidly issued fiream and credentid from any Federd employee serving as
an armed guard or a police officer in situations noted above.

b. The retrieval of firearms for contract guards will be governed by the Statement of Work
in the contract for a paticular facility. The COTR will monitor the process for retrievd of
firearms from contract guards in conjunction with the contract supervisor. The operating
unit’s contracting officer shall be notified when such action is required.

3604 Supervision

A. Supervison is key to effective guard force operations whether proprietary or contract. All guard
contract datements of work should specify qudifications of suitability, experience, training, and
certifications to ensure the sdection and assgnment of suitable supervisory personnd.

B. When there will be three or more duty posts, an on-site supervisor shall be required. When there
will be fewer than three duty podts, dternaive means of supervison such as a roving supervisor
covering more than one Ste may be consdered. Regardless of the means sdected, supervisory
personnd shal physicdly visit each post at least once in each four-hour period.

3605 Jurisdiction

A. Background. Jurisdiction is defined, for law enforcement and protection purposes, as the
legidated authority or deegation of legd authority in a defined teritory, to peform law
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enforcement functions such as invedtigaiing crimind acts, meking areds and prosecuting
individuds for crimind violaions. Jurisdiction confers legd power and dl such power not
delegated to the United States by the U.S. Condtitution rests with the states. The dates, in turn, may
delegate such power to counties and municipdlities.

1. Exclusve Jurigdiction. Exclusve jurisdiction is power reserved to one agency for the
exclusve enforcement of gpecific laws in a defined territory. Where the Federd Government
has acquired dl of the authority of the state and the dtate has rot reserved any of that authority,
the Federd Government has exclusive jurisdiction. This power is usudly confined to military
reservations, arports, and other exclusvely Federd or date ingtdlations and is not applicable to
any departmentally owned or leased spaces.

2. Concurrent Jurisdiction.

a Two or more entities sharing powers of enforcement have concurrent jurisdiction, such as
when a date or loca government has delegated authorities to the Federa Government but
has retaned the right to exercise any of those authorities itsdf. Mot Depatment of
Commerce facilities, whether owned or leased, fdl into this category. In the Herbert C.
Hoover Building, for example, authority is shared by the Genera Services Adminidration
(GSA), which represents the Federa Government, and the Metropolitan Police Department,
which represents the municipdity of the Didrict of Columbia Ancther example is the
United States Patent and Trademark Office (USPTO) in Arlington, Virginia, where
Arlington County, with authority delegated by the State of Virginia, represents the county
and GSA represents the Federd Government. There are dso a limited number of
juridictions where three agencies, usudly county, city and Federad, have concurrent
jurisdiction.

b. In concurrent jurisdictions, governmental units usualy execute a written agreement, such
as a Memorandum of Understanding (MOU), to define the powers that will be shared. For
example, the agency with primary (or origind) authority, eg., a county or a state, usudly
reserves the right to investigate and prosecute mgor crimes such as murder and rgpe. This
power is often delegated to the municipa level. Lesser crimes and crimes pertaining to
Federd personnel and property such as assault and theft of Federd Government property are
usudly investigated by GSA's Federd Protective Service,

B. Delegations of GSA Authority. In faciliies where GSA has ddegated its authority to the
occupant agency, it may dso ddegate most or dl of its enforcement powers. In many cases (such as
a the Herbert C. Hoover Building), GSA may reserve certain of its investigative and prosecuting
powers. When jurisdiction is delegated to an agency by the GSA, an agreement must be negotiated
with the locad police to provide law erforcement responses or to continue certain necessary
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practices. For example, due to drict gun laws in the Didrict of Columbia, GSA has obtained
permisson for Federa Protective Service (FPS) and contract guards to carry firearms between
Federd facilities. An agency accepting GSA's delegation of authority would have to negotiate a
gmilar agreement with the Didrict of Columbia Government. Representetives of the FPS, locd
police, and the Depatment of Commerce must sgn agreements of this type. Guidance and
assigance for initiating a jurisdictionad agreement may be obtained from the Office of Security. See
a0 paragraph 3607B, Facilities with GSA Delegations of Authority.

C. Special Police Commissions. Members of a guard force may be granted a “Specid Police’
commisson in some jurisdictions by dae or loca police This commisson dlows the guard to
exercise cetan law enforcement authorities that are specified in the commisson. If gpeciad police
officers (SPO) are employed by a proprietary guard force, they must be specificaly assgned the
authorities dipulated by the commisson and be traned and cetified in accordance with the
requirements of the commisson. If specid police officers are required as part of a contract guard
force, the contract statement of work must dipulate that need, must assign liability for the exercise
of police powers by guards under the contract, and must require the requisite training and
catification. The jurisdiction of the Specid Police commisson is generdly limited to the
referenced facility.

3606 Federal Protective Service

A. In many facilities owned, operated, or leased by GSA, the guard force may be provided by the
Federal Protective Service (FPS). The FPS is a cadre of trained Federal employees commissoned
as specid police officers whose authority is confined to Federd ingdlations and the routes between
them.

B. FPS officids will work with security officids representing the prime tenant (agency having the
greatest number of employees in a bulding or facility) to accommodate the security needs of the
tenants.

C. FPS has developed a formula to determine the extent of guard services required for a given
building or facility, based on a number of factors including building sSze and population, sengtivity
of operdtions, and crime rate in the building and the surrounding area. The Depatment of
Commerce pays GSA for the determined amount of protective services as a percentage of the
STAR Rent Billing (Sysem for Tracking and Adminigering Red Property, formerly Standard
Leve User Charge, or SLUC) for the facility. In other words, the Department pays GSA a certain
cost per year, per square foot of usable space, for basic protective services. The cost for additiona
protective services must be borne by the operating unit requesting the service.
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D. In recent years, the basc FPS concept of protection has evolved from the guard on a fixed post
to a response-mode using mobile patrols. As a result, GSA-owned or operated buildings normaly
are not assigned guard pods a entry doors. Rather, they would likely have guards on roving patrols
in the building and dso would utilize mobile FPS patrols for response to incidents, a least in the
twelve mgor cities with an FPS presence. Security contacts attempting to negotiate protective
assigance agreements in amdl cities and towns should contact their servicing security officer for
additiona guidance.

E. If an operating unit requires additiona FPS Officers on fixed or mobile posts (e.g., in a lobby to
control access or in a parking garage to contral traffic), it may request such additiond services from
GSA on areimbursable basis.

3607 Responsbility By Facility Type
A. GSA-Owned or Operated Facilities.

1. In some facilities owned, operated or leased by GSA, FPS officids may have decided to
contract for guard services. In such cases, a contracting officer of the gppropriate GSA region
will procure and maintain guard sarvices for esch facility. A Contracting Officer’s Technicd
Representative (COTR) will normdly manage the contract. The COTR is usudly a GSA officid
with physca security expetise who maintains contact with the prime tenant's security officids
to determine their needs and who monitor the execution of the terms of the contract for the
contracting officer.

2. In many larger facilities, a representetive of the prime tenant agency, an Agency Technicd
Representative (ATR) may work directly with GSA's contracting officer and COTR to develop
the contract, write post orders, and monitor performance of the contract.

3. GSA contracting officids are responsble for security and suitability processng, as well as
for training and certification. It is advantageous for the ATR to work cdosdy with FPS officids
to provide input as necessary and to monitor the required processing.

B. Facilitieswith GSA Delegations of Authority.
1. In facilities where GSA has delegated protection authority to the agency or prime tenant,
virtualy dl protection responghilities are trandferred to the agency, including procurement and

management of guard contracts.

2. Usudly, GSA will retan responghility for physcd security surveys, mobile peatrals,
monitoring of darms, response to incidents, requests for crimina invedtigations, and fire and
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fecility safety and hedth inspections. GSA will provide such services a no charge to the agency
beyond the protection portion of the rent.

3. Under the ddegation, the accepting agency is usudly responsble for providing the following
services formerly administered by GSA.

a. Contracting for Guard Services. This is the responghility of the fadlity manager, in
consultation with the servicing security officer, who should work in concert with the
gopropriate contracting officids. The Office of Security will conduct the necessary
suitability processing in accordance with the Chapter 10, Pogtion Sengtivity, and Chapter
11, Investigative Processing.

b. Security Clearances. If the security guards require a security clearance, the operating
unit mugt follow procedures detailed in the Nationd Industrial Security Program Operating
Manua (NISPOM), Chapter 43, Industrial Security, and Chapter 12, Eligibility for Access
to Classfied Nationd Security Information.

c. Crime Prevention Assessments and Presentations. The operating unit may eect to
have the servicing security officer conduct these services or to contract with local security
firms or law enforcement agencies.

d. Maintenance of, and Response to, Security Systems in Place. Locd contractors are
generdly avalable to peform such mantenance and response, or GSA may be able to
provide such services on areimbursable basis in metropolitan aress.

e. Reporting of all Serious Criminal Incidents. All srious crimind incidents (such as
murder or high-vaue theft) must be reported immediately through their servicing security
officer to the Office of Security. Additiondly, GSA requires that dl such incidents be
reported to the agppropriate FPS office with jurisdiction over the Federd building.

4. Depatment of Commerce facilities that have accepted GSA delegations have the option of
reimbursing GSA for some or al of the referenced protective services.

C. Facilitieswith Proprietary Guard Forces.
1. Introduction. A proprietary guard force consists of employees of an agency or tenant

organization who have been hired exclusvely for the protection of the assets and personnd of
that organization.
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2. Advantages:
Loydlty to the organization.

Greater incentive or motivation to perform due to usudly greater compensation, benefits,
and promotion potentid.

Lower turnover.

Greseter control over performance, supervision, training, saff selection, and
communications.

Higher morae resulting from more effective input to employee career tracks.
Better law enforcement liaison.
3. Disadvantages.
Higher sdlary, equipment, and overhead costs.
The need for position dots.
Additiond logigtics and sdlary ramifications of union affiliation.
Recruiting problems (time lags and decreased flexihility in filling vacancies).
The need for additional management resources to run the program.
The possible need for Specid Police commissions.
4. Processing Requirementsfor Proprietary Guards.

a Pogtion sengtivity and suitability requirements can be found in Chapter 10, Postion
Sengtivity, of thismanud.

b. Security clearance invedigative requirements are pecified in Chepter 11, Invedtigetive
Processing, of thismanudl.

c. Paragraph 3603, Personnel Requirements, describes the process for establishing armed
guard posts a departmental facilities.
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3608 Contracting for Guard Service

After deciding to contract for guard services and determining the nature and extent of the required
guard services, the COTR (usudly the servicing security officer) develops a statement of work that
decribes the contract effort required. The work satement will usudly contain the dements listed
below.

A. Scope of Work. A generd description of the contract (eg., guard services, the premises, and the
management and equipment required).

B. Contract Effort Required A detalled description of productive man-hours and supervisory
man-hours.

C. Services Required. Basic duties of guards, by post, and work scheduling procedures (i.e., nature
of coverage and duration of shift and relief assgnments).

D. Supervision. Dutiesof contract manager, on-site supervisor, and key contractor personnel.
E. Authority and Jurisdiction. Permits and licenses required, weapons permits, and bonding.
F. Liability. The contractor isfully liable for the conduct of his employees.

G. Regulations and Procedures. GSA and agency procedures for protection, including the
following documentation.

1. Officer's Duty Books.
2. Rules and Regulations Governing Conduct on Federal Property (41 CFR Part 101-20.3).

3. Federd Protective Service Uniformed Force Operations Handbook (PAS P 5930.17), U.S.
Generd Services Adminigtration, July 1, 1997.

H. Supplies, Materialsand Equipment.
1. Inventory of materid furnished by the Federd Government, such as dectricad and mechanica

equipment, furniture, safes and wegpons cabinets, telephones, typewriters, and books and
supplies.
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2. Rules for property accountability, indructions for use of property, and requirements for
safeguarding supplies, materids, and equipment.

|. Items Furnished by the Contractor.
1. Uniforms, inggnia, and accessories.
2. Equipment, including flashlights, batons, belts, whistles, notebooks, and safety appardl.

3. Radios, including frequencies, permits and licenses, base dations, and detailled performance
gpecifications for the Site,

4. Hrearms, incduding permits and licenses, holsters and ammunition, issuance and control
procedures and records, storage cabinets, loading and unloading indructions and safety
procedures, and training and certification requirements.

J. Qualifications of Personnel. Dedrable qudities in guards are developed through training and
become indinctive through experience. The basc qudifications are to comprehend and comply
with written and ord indructions. A guard should be a least 21 years old, have a least a high
school diploma or equivdent and have two years experience demondrating the following
characterigtics.

1. Mature judgment.

2. Reliability and dependability.

3. Tactfulness and sdif control.

4. Ability to observe, recdl, and report.

5. Ability to retain composure and perform under pressure, and to know when to cal for
assistance.

6. Ability to meet and ded effectively with the genera public and with visting dignitaries
7. Ahility to give indructions clearly and concisdly, firmly but diplomaticaly.

8. Good generd hedth and physical fitness.

9. Contractors should be required to certify thet their guards have:

a No physica defects that would hamper the performance of assigned duties,
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b. Freedom from serious illness or communicable discase;

c. Binocular vision, correctable to 20/20;
d. Hearing within norma speech range and volume;
e. Unimpaired use of hands, arms, legs and feet, and ability to run, lift, and climb dairs;
f. Ability to wear and use dl protective equipment; and
g. Mentd dertness and emotiond stability.
K. Suitability Requirements.

1. The contract should contain suitability standards and indructions regarding forms to be
submitted and procedures for processing and determining suitability for employment.

a For contracts where no security clearance is required, postion senstivity and suitability
requirements are covered in Chapter 10 and 11 of thismanud.

b. If a security dearance is required, the invedigeative processng is described in the

NISPOM guidance and Chapter 12, Access to National Security Information, and Chapter

11, Invedtigative Processing.
2. Determinations of fitness or suitability for purposes of performing the duties of the contract
are generdly decided by the contracting officer or COTR, and should be based on the following
criteria

a Violaions of rules and regulations.

b. Neglect of duty.

c. Disorderly conduct.

d. Theft, vanddism, immora conduct, or crimind activity.

e. Sde, consumption, possession, or being under the influence of drugs or intoxicants.

f. Improper use of authority or Federal Government property.
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9. Wespons or safety violations.
h. Recurring tardiness or attendance problems.
i. Failure to report or take proper action on security problems.

L. Armed Guards. See paragraph 3603 B, Armed Guards, regarding the responsbilities of
officids who plan to edablish amed guad pods a ther faciliies Specid departmenta
investigative processing is required for amed guards and employee police officers, and certain
other precautionary measures must be taken by sdecting facility and security officids to reduce the
posshilities of mishaps involving firearms. See aso Appendix T, FirearmsWeapons/'Use of Force
Policy, regarding departmenta firearms policy and investigative processng.

M. Accessto Classified Information.
1. Determining the Need for a Security Clearance.

a If a contract guard is expected to handle or otherwise have direct access to classfied
information or equipment, especidly if such access is expected to be recurring, the postion
will require a security clearance a the appropriate level as prescribed in paragraph 3608
M.3, below. Thereis no waiver from this requirement.

b. If a guard does not normdly require access to classfied information, but is incidentdly
exposed to classfied information such as during the discovery of an occasond security
violaion, then no security clearance is required. The guard will be debriefed by the
servicing security officer if they encounter dassfied information.

2. Level of Clearance. The levd of clearance is determined by the highest classfication of
materid handled or routinely accessed by the guard.

3. Obtaining Security Clearances. If a guard force requires access to classfied information,
the contract must then include a completed Form DD-254, Contract Security Classfication
Specification. The facility maneger coordinating the guard force contract should check with the
savicing security officer and procurement officids regarding completion of this form. The
contract must stipulate the same security processing requirements for any subcontracts.

4. Handling Classified I nfor mation. The contract should specify the following dements.

a Required security clearances and level of access required.
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b. Whether the contractor will require a Fecility Clearance under the Nationa Industria
Security Program regulations, and at what level of access.

c. Applicable requirements for safeguarding classfied information. A reference to Chapter
17, Safeguarding National Security Information, of this manud will satisfy this reguirement.
A copy of thismanua should be included in the documentation provided to the contractor.

d. The guard force responsble for safeguarding a departmenta office, facility, or operation
shdl comply with al pertinent Federal and departmentd regulations.

N. Plainclothes Guard Services. Facility managers and sarvicing security officers may determine
that certain controls are required for a facility, but that a uniformed guard presence projects a more
forceful image than desred. Most contractors can provide trained security personne in civilian
clothes, usudly dacks and a blazer, to perform access control and reception services. This can be
accomplished by adding a requirement to the contract for the services of plainclothes security
guards. Mogt jurisdictions do not alow the use of armed plainclothes security guards.

O. Supervisory Requirements. Supervisors must be individuds of unquestioned integrity who
have demondrated exceptiona qudities of maturity and judgment with a leest two years of fidd
experience. See paragraph 3604, Supervison.

P. Training Requirements. The contract should specify, in detail, training to be provided by the
contractor, to include the following items.

1. Generd duties, such as conduct, gppearance, use of radios and equipment, firsd ad, and
emergency duties.

2. Physica protection, such as crime prevention, patrol techniques, and responsesto darms.

3. Enforcement, such as laws and regulations, search and arrest techniques, and preservation of
evidence.

4., Specid problems, such as bomb threats and searches, hostage situations, or civil disturbances.

5. Crimes, including crimind and civil law, burglary, robbery, arson, and responses to crimes in
progress.

6. Firearms, including safety, policy, and procedure for use of lethd force, judgment shooting,
and a detalled specification of the qudifications dandards to be met. See Appendix T,

Section IV — Physical Security
Chapter 36 — Guard Services
April 4,2003
Page 36.15



U.S. DEPARTMENT OF COMMERCE

MANUAL OF SECURITY
POLICIES AND PROCEDURES

FreermsWegpongUse of Force Policy. The contractor is responsible for obtaining dl required
training and certifications.

7. Specid training for supervisors, as necessary, based on unique requirements.

8. Specid requirements of the agency or facility, such as operation of access control systems,
specid response procedures for sendtive areas, emergency evacuation plan, agency and security
chain of command, and dignitary protection may be required.

Q. Reporting Work. The contract should specify in detall the procedures for recording and
verifying the contractor's hours of work and a schedule of pendties or deductions for fallure to
properly perform the required work.

R. Appendices to the Contract. Appendices to the contract should include the information listed
below.

1. A suammay of building or faclity data, vehicle and equipment requirements, suitability and
security  determindtions, provisons for facility ingpection, and a summary of productive and
supervisory hours. A second appendix, in the form of a matrix summarizing post hours by day,
week, and month, is dso hdpful.
2. A description of each pog, to include:

a Location and whether fixed or roving;

b. Days, hours and shifts of duty, including tota weekly hours; and

¢. Requirements for firearms, radios, or other equipment.
3. A summary of Offered Hourly Rates, usudly in matrix form with blanks to fill in for each

year of the contract (origind plus up to four one-year extensons) to permit calculation of costs
when the bidder submits productive and supervisory hourly rates.

3609 Guard Force Standard Operating Procedures

A. Security force personnd must know what is expected of them. One of the most important
eements in an effective security force is written Standard Operating Procedures. Procedures should
be written in dear, ample language and formatted s0 information is easly accessble and quickly
located. Developed by the servicing security officer, the COTR or ATR, or a GSA contracting
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officid, procedures should be reviewed by the project manager and/or the dte supervisor for
suggested revisions based on the local site. The orders should be reviewed and updated annualy.

B. Standard Operating Procedures should include general orders, post orders, and specid orders.

1. General Orders. The policies, procedures, and other basic information that apply to al
posts.

2. Post Orders. Opeationd guiddines for specific posts that contain specific ingructions for
the guards to follow.

3. Special Orders. Short term or limited scope indructions that cover specid events of a
limited duration, unusud, or norrecurring activities.

3610 Guard Force Management

Successful operation of a guard contract requires congtant and careful supervison to assure that al
agpects of the contract requirements continue to run smoothly. After initid negotiations, the COTR
or ATR should perform the services listed below on a continuing basis.

Maintan liason with Federd Protective Service officids (eg., contracting officers and
officids of the contract firm, including project managers, and other on-gte officias).

Monitor the performance of the guard force to assure that post assgnments are timely and
efficiently made; time sheets are kept accurately; property is accounted for; Post Orders are
up-to-date, properly distributed and read; and al provisions of the contract are being met.

Asaure that dl guards have received basic training, wegpons training, any specid agency or
facility requirements, and are carrying the proper identification and certification of training.

Monitor the performance of dl guards on pod, including roving patrols, to ensure
compliance with SOPs.

Assess pendlties for non-performance of the statement of work.

Ensure timey submisson of dl guard force forms, reports, and other documentation
required by FPS and/or the contract.
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